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ABSTRACT

Globally digital images have found usage in diverse fields. These images may

contain confidential information and need to be protected when stored in memory

or transmitted over networks. Many techniques have been proposed over the years

to deal with these security issues. The Arnold's transform is an image scrambling

technique that have been extensively refined and used for image encryption.

However, most of the reported works are applicable to only square images and

also periodic. In this thesis, we propose two new security enhancement

cryptosystems for digital images. The schemes employ two methods: residue

number system to decimal (RID) encoding and decoding and a modified Arnold's

transform algorithm or bitwise-XOR operation. The encryption process of our

first scheme (Scheme I) resizes a plain-image, encodes it using the moduli set

[Z" - 1, 2n, 2n + 1} and finally scrambles it using a modified Arnold's transform.

In the decryption process, the cipher-image is scrambled, decoded and then

resized to recover the plain-image. The second scheme (Scheme II) resizes a

plain-image, scrambles it with a bitwise-XOR operator and then encodes it with

moduli set {2n + 2, 2n + 1, 2n}. The decryption process decodes, scrambles and

resizes a cipher-image into its plain equivalent. The proposed schemes were

simulated using MA TLAB. Preliminary results show that the schemes can

effectively encrypt and decrypt images without lost of inherent information. The

schemes also offer firm resistance to statistical attacks such as histogram, brute-

force, correlation coefficient and key sensitivity.
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CHAPTER ONE

INTRODUCTION AND BACKGROUND STUDIES

1.1 Introduction

The security of information and digital images has become a major concern for

the past few decades due to the rapid advancement in internet and networking

technologies. Digital images have found usage in areas such as medical, military,

science, engineering, art, entertainment, advertising, and education for various

purposes. With the increasing use of digital techniques for transmitting and

storing images, the fundamental issue of protecting the confidentiality, integrity as

well as the authenticity of images has become a major concern. Researchers over

the years have proposed various hidden and secret communication techniques

(cryptography, compression, steganography, watermarking) to cater for this need

(Acharya et ai., 2009; Alireza et al., 2010; Al-Maadeed et ai., 2012; Han et al.,

2003; Khaled et ai., 2012; Patel et ai., 2011; Sanap et ai., 2010; Shekhar et al.,

2012; Shah et al., 2011).

An overview of images, Residue Number Systems and basics of cryptography are

.presented in Section 1.2, Section 1.3 and Section 1.4 respectively. In Section 1.5,

the Wolfram sequence is discussed. The statement of problem is laid in Section

1.6 while the objectives and purpose of study are presented in Section 1.7 and

Section 1.8 respectively. The significance of the study is presented in section 1.9

and some definitions of terms are laid in Section 1.9.

1

www.udsspace.uds.edu.gh 

 

 

 

 



1.2 Overview of Images

Images are composed of discrete units called pixels (picture elements). A pixel is

a small square representing some color value. An image is a n x m matrix, where

n presents the number of rows of pixels and m the number of columns of pixels,

with each entry in the matrix being a numeric value that representing a given

color (Peterson, 1997). Consider a 512 x 512 image as shown in Figure 1.1. Let

the image be the matrix X. Thus X consists of 512 rows of pixels and 512

columns of pixels, with a total of 262144 pixels.

Figure 1.1 A 512 x 512 lena image

The matrix X can be represented as shown in Figure 1.2.

X=

137 137 138 136 138 134 140 137
137 137 136 136 139 134 140 136
137 138 137 136 137 134 141 136
137 137 138 135 138 134 139 136

134 135 141 132
133 133 129 133
129 129 132 133
129 130 134 134

.... 132 127 134 137

.... 129 131 130 137

.... 129 132 139 131

.... 128 129 136 127

Figure 1.2 Matrix ( X ) representation of the image in Figure 1.1

2..
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• 1.3 Overview of Residue Number System (RNS)

Residue Number Systems (RNS) were invented by a third-century Chinese

scholar Sun Tzu (Omondi et al., 2007). RNS is an integer system which speeds

up arithmetic computations by splitting numbers into smaller parts in such a way

that each part is independent ofthe other (Gbolagade et al., 2009).

In the 1950s, RNS were rediscovered by computer scientists, who sought to put

them to use in the implementation of fast arithmetic and fault-tolerant computing.

Three properties of RNS make them well suited for these. The first is absence of

carry-propagation in addition and multiplication, carry-propagation being the

most significant speed-limiting factor in these operations. The second is that

because the residue representations carry no weight-information, an error in any

digit-position in a given representation does not affect other digit-positions. And

the third is that there is no significance-ordering of digits in an RNS

representation, which means that faulty digit-positions may be discarded with no

effect other than a reduction in dynamic range (Omondi et al., 2007). Also these

inherent features make RNS to be widely used in Digital Signal Processing (DSP)

applications such as digital filtering, convolution, fast Fourier transform, and

image processing (Gbolagade et al., 2009; Mi, 2004; Pemmaraj, 2009]. The

application of RNS in image processing is receiving more attention by researchers

(Weyori et al., 2012; Shahram et al., 2012; Taleshmekaeil et al., 2012). Among

the goals of such applications is to ensure fast data transmission, conservation of

disk space and optimization of internal memory (Weyori et al., 2012; Shahram et

al., 2012; Taleshmekaeil et al., 2012).

3
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RNSs are based on congruence relation, which is defined as follows. Two integers

a and b are said to be congruent modulo m if m divides exactly the difference of

a and b; it is common, especially in mathematics tests, to write a == b (mod m)

to denote this. Thus, for example, 10 == 7 (mod 3), 10 == 4 (mod 3), 10 ==

1 (mod 3), and 10 == -2 (mod 3). The number m is a modulus or base, and we

shall assume that its values exclude unity, which produces only trivial

congruencies (Amos et aI., 2007; Lim et aI., 2007).

If q and r are the quotient and remainder, respectively, of the integer division of a

by m that is, a = q. m + r then, by definition, we have a == r (mod m). The

number r is said to be the residue of a with respect to m, and we shall usually

denote this by r = lalm. The set of m smallest values,(O, 1, 2, ... , m - 1), that

the residue may assume is called the set of least positive residues modulo m.

Unless otherwise specified, we shall assume that these are the only residues in

use. Suppose we have a set,{mvmz, ...,mN}, of N positive and pair-wise

relatively prime moduli. Let M be the product of the moduli (M = TIt=l mJ. M is

called the dynamic range. Then every number Y < M has a unique

representation in the residue number system, which is the set of residues IYlm. :
!

1 ::; i ;::: N (Amos et aI., 2007; Gbolagade et aI., 2009, 2008).

For instance, given the moduli set {7, 8, 9}, the number 150 can be represented in

RNS as;

Yz = IYlmz = 1150ls = 6

115019 = 6. Thus, the RNS representation of 150 is thus (3,6, 6hNS(7,S,9)'

4
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A decimal to residue (DIR) converter is needed in order to convert a decimal

number into its residue. A block diagram of the DIR converter is as shown in

Figure 1.3.

1.3.1 Arithmetic Operations in RNS

Let X and Y be represented in RNS as X = (xv X2, X3, ... ,xn) and Y =

(Y1'Y2'Y3' ···,Yn) and X, Y E ZM = (1,2,3,...,M -1), where M is the dynamic

range.

Then Z = X EE>Y where EE>denotes addition, subtraction or multiplication

operation in is given in RNS as:

(Mi, 2004; Nerendran, 2010)

As an example, if rn, = 7, m2 = 8, m3 = 9 then,

9 (2,1,0)
+ +.2Q ~ (3,2,1)

19 (5,3,1)'

9 (2,1,0)
.2Q ~ (3,2,1)
-1 (6,7,8)

and
x 9 x(2,1,0)
.2Q ~ (3,2,1)

90 (6,2,0)

1.3.2 RNS to Weighted Conversion

The two methods used to convert RNS to weighted system are the Chinese

Remainder Theorem (CRT) and the Mixed Radix Conversion (MRC). The CRT is

5
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employed in this research. The CRT is defined as follows, (Mi, 2004; Gbolagade

.I et al., 2009, 2008) .

Given a moduli set {mv m2, m3, ... , mn} with gcd(mi, mj) = 1 for i '* j and

dynamic range M = l1i=l mi> then by the CRT an integer Y whose RNS

representation is (Y1, Y2,Y3, ... , Yn) can be converted from its residue form as:

Y = ILl:1MiIMi-1Yil .1 , (1.2)
m!M

where M, = !:!.- and M,-1 is the multiplicative inverse of Mi with respect to mi'
mi .

A schematic diagram of the CRT is showed in Figure 1.3.

Y1

·1 M1 -lY1 ~I mod m11~ M1

Y2 Y

·1 M2-1Yz ~I mOdm21~ -1.mOdM IM2 •

Figure 1.3 Schematic diagram of the CRT

For example, given the moduli set {7, 8, 9}, Y = 10 = (3,2,1) , M = 7 x 8 x

9 = 504 M1 = 504 = 72 M2 = 504= 63 M3 = 504 = 56
, 7 ' 8 ' 9

M1 -1 = 72-1 = 4, M2 -1 = 63-1 = 7, M3 -1 = 56-1 = 5, therefore by the CRT

Y = 1(72 x 14 x 317) + (63 x 17 x 218) + (56 x 15 x 119)1504

6
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Y = 1(72 x 5) + (63 x 6) + (56 X 5)1504

.I

Y = 1360 + 378 + 2801504

Y = 110181504

Hence; Y = 10

As stated above Equation (1.2) strictly applies to moduli set which are pairwise

relatively prime. This equation has to be modified in order to cater for moduli set

with common factors such as {2n+2, 2n+2, 2n} (Gbolagade et al., 2009, 2008).

Not every residue set (Yv Y2,Y3, ... , Yn) moduli set with common factors

corresponds to a number. A set of residues is consistent if and only if Iydk =

IYj Ikwhere k = gcd(mi, mj) for i =1= j. Thus, the decimal equivalent of

(Yv Y2,Y3, ... , Yn) for moduli set which are not pairwise relatively prime is

computed as:

IYIML = IL~l aiYi IML ' (1.3)

where ML is the Lowest Common Multiple (LCM) of the {mdi=l,n, the set of

moduli sharing a common factor, Y is the decimal equivalent of {Ydi=l,n, ai is an

integer such that ladML = 0 and ladlli = 1, and V.ldi=l,nis a set of integers such
Jii

that ML = Of=l fli and fli divides mi' It should be noted that ai may not exit for

some i. A modified version of Equation (1.3) is shown in Equation (1.4)

(Gbolagade et al., 2009, 2008):

IYIML = IL~l{Jil{Ji-ll Yil , (1.4)
III ML

7
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where ML = LCM{mJi=l,n = flf:1J.li , Pi = ML, IPi-11 is the multiplicative
Jli Jli

inverse of Pi with respect to J.li.

The decimal equivalent of the RNS number (YvY2,Y3) with respect to the moduli

set {2n+2, 2n+ 1, 2n} was simplified by (Gbolagade et aI., 2008) as follows:

Y ()
1
(Yl +Y3) 1= Y2 - Yl m1 + Yl + mlm2 2 - Y2 m3 •••••••••••••••••••.••••••.•••• (1.5)

2

For example, given the moduli set {8, 7, 6} and Y = 10 = (2,3,4) , then by

Equation (1.5) we compute Y as:

Y = (3 - 2)8 + 2 + (8 x 7) 1(2;4) - 31~
2

Y = (1)8 + 2 + 5613 - 313

Y = 10 + 561013

Y = 10 + 56(0)

Y = (1)8 + 2 + 5613 - 313

Y = 10.

1.4 Basics of Cryptography

Cryptography is the science of using mathematics to encrypt and decrypt data.

Cryptography enables one to store sensitive information or transmit it across

8
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insecure networks (such as the Internet) so that it cannot be read by anyone except

the intended recipient (Network Associates, 1990-1999).

When data can be read and understood without any special measures it is called

plain-text (plain-image). The method of disguising plain-text in such a way as to

hide its substance is called encryption. Encrypting plain-text results in unreadable

gibberish called cipher-text (cipher-image). Encryption is used in order to ensure

that information is hidden from anyone for whom it is not intended, even those

who can see the encrypted data. The process of reverting cipher-text to its original

plain-text is called decryption. Figure 1.4 shows the encryption and decryption

process.

plain-text I
-----~. encryption

Cipher-text I
------~. decryption

plain-text

Figure 1.4 Encryption and Decryption process

Cryptographic strength is measured in the time and resources it would require to

recover the plain-text. The result of strong cryptography is cipher-text that is very

difficult to decipher without possession of the appropriate decoding tool (Network

Associates, 1990-1999).

1.4.1 Cryptographic Algorithm

A cryptographic algorithm, or cipher, is a mathematical function used in the

encryption and decryption process. A cryptographic algorithm works in

combination with a key-a word, number, or phrase-to encrypt the plain-text.

9
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The same plain-text encrypts to different cipher-text with different keys. The

security of encrypted data is entirely dependent on two things: the strength of the

cryptographic algorithm and the secrecy of the key. A cryptographic algorithm,

plus all possible keys and all the protocols that make it work comprise a

cryptosystem (Bruce, 1996).

1.4.2 Common Cryptographic Algorithms

1. DES (Data Encryption Standard) is the most popular computer encryption

algorithm. DES is a U.S. and international standard. It is a symmetric algorithm;

the same key is used for encryption and decryption.

2. RSA (named for its creators-Rivest, Shamir, and Adleman) is the most

popular public-key algorithm. It can be used for both encryption and digital

signatures.

3. DSA (Digital Signature Algorithm, used as part of the Digital Signature

Standard) is another public-key algorithm. It cannot be used for encryption, but

only for digital signatures.

1.4.3 Cryptanalysis

While cryptography is the science of securing data, cryptanalysis is the science of

analyzing and breaking secure communication. Classical cryptanalysis involves

an interesting combination of analytical reasoning, application of mathematical

10
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tools, pattern finding, patience, determination, and luck. Cryptanalysts are also

called attackers. A fundamental assumption in cryptanalysis, (enunciated by

Dutchman A. Kerckhoffs in the nineteenth century), is that the secrecy must

reside entirely in the key. He assumes that the cryptanalyst has complete details of

the cryptographic algorithm and implementation (Bruce, 1996).

1.4.4 Common Cryptanalytic Attacks.

The cryptanalytic attacks presented here all assume that the cryptanalyst has

complete knowledge of the encryption algorithm used.

1. Cipher-text-only attack. The cryptanalyst has the cipher-text of several

messages, all of which have been encrypted using the same encryption algorithm.

The cryptanalyst's job is to recover the plain-text of as many messages as

possible, or better yet to deduce the key (or keys) used to encrypt the messages, in

order to decrypt other messages encrypted with the same keys.

2. Known-plain-text attack. The cryptanalyst has access not only to the cipher-text

of several messages, but also to the plain-text of those messages. His job is to

deduce the key (or keys) used to encrypt the messages or an algorithm to decrypt

any new messages encrypted with the same key (or keys).

3. Chosen-plain-text attack. The cryptanalyst not only has access to the cipher-

text and associated plain-text for several messages, but he also chooses the plain-

text that gets encrypted. This is more powerful than a known-plain-text attack,

because the cryptanalyst can choose speci~c plain-text blocks to encrypt, ones

11
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that might yield more information about the key. His job is to deduce the key (or

keys) used to encrypt the messages or an algorithm to decrypt any new messages

encrypted with the same key (or keys).

4. Adaptive-chosen-plain-text attack. It is a special case of a chosen-plain-text

attack. Not only can the cryptanalyst choose the plain-text that is encrypted, but

he can also modify his choice based on the results of previous encryption. In a

chosen-plain-text attack, a cryptanalyst might just be able to choose one large

block of plain-text to be encrypted; in an adaptive-chosen-plain-text attack he can

choose a smaller block of plain-text and then choose another based on the results

of the first, and so forth.

5. Chosen-cipher-text attack. The cryptanalyst can choose different cipher-texts to

be decrypted and has access to the decrypted plain-text.

6. Chosen-key attack. The cryptanalyst has some knowledge ·about the

relationship between different keys.

1.5 The Wolfram Sequence

Wolfram (2002) considered the sequence related to the Collatz problem obtained

by iterating:

{

3
zWn-1

Wn = 3
z(Wn-1 + 1)

for Wn-l even

for wn-1odd
................................. (1.6)

12
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The first ten iterations of the sequence starting with Wi to Wi0 is shown in Table

1.1. It can be seen from the table that the Wolfram sequence is the same for

Wi odd and Wi+i even except with the first iteration.

Given Wi and Wn of the Wolfram sequence, the revisal sequence Wn-i is defined

as follows:

{

2-w -13 n
Wn-i = 2

-W3 n

for Wn even
........................................ (1.7)

where Wn-i is chosen in the following way:

ifwn-i + 1= Wi or Wn-i - 1= Wi or Wn-i = Wi then Wn-i = Wi

else if IWn-ib == 0 then

if IWn-i + 113 = 0 then Wn-i = Wn-i + 1

else if IWn-i - 113 = 0 then Wn-i = Wn-i - 1
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Table 1.1 First ten iterations of the Wolfram sequence start with Wi to WiO

Wi Iteration
1 2 3 4 5 6 7 8 9 10

1 1 3 6 9 15 24 36 54 81 123
2 2 3 6 9 15 24 36 54 81 123
3 3 6 9 15 24 36 54 81 123 186
4 4 6 9 15 24 36 54 81 123 186
5 5 9 15 24 36 54 81 123 186 279
6 6 9 15 24 36 54 81 123 186 279
7 7 12 18 27 42 63 96 144 216 324
8 8 12 18 27 42 63 96 144 216 324
9 9 15 24 36 54 81 123 186 279 420
10 10 15 24 36 54 81 123 186 279 420

1.6 Statement of Problem

The significant growth of technology over the years has sparked the need to keep'

information more secure. Even though the internet has become an easy tool for

sharing images, it has also made it relatively uncomplicated for unauthorised

viewers to find and view those images. This creates a serious security constraint,

thus the increase interest in image encryption.

Although varied image scrambling algorithms based on Arnold's transform have

been proposed over the years, they are however periodic and applicable to square

images. The security of periodic algorithms is low since knowing the size of the

image; an attacker can easily compute the number of periods needed to break a

system.

In this thesis we focus on the security mechanism of digital image namely

encryption and decryption with the usage of a modified Arnolds' transform,
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bitwise-XOR operation and RNS. Here we proposed two new image

cryptosystems using the moduli sets {2n - 1, 2n, 2n + 1} and {2n + 2, 2n +

1, 2n} and showed that the algorithms successfully hide and recover the plain-

image without lost of any inherent information.

1.7 Objectives of the Study

To develop cryptosystems that is independent of periodicity.

To develop cryptosystems that reduces the number of bit and memory allocations

required to represent cipher-images.

To develop cryptosystems that has larger key space.

To develop cryptosystems that strongly resists to some cryptanalytic attacks.

1.8 Purpose of the Study

This thesis formulated two cryptosystems using the knowledge of chaos,

cryptography and residue number system that enhances the security of digital

Images.

1.9 Significance of the Study

Images are routinely used in diverse areas such as medical, military, SCIence,

engineering, art, entertainment, advertising, education as well as training (Harley
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et aI., 1993; Pallab, 2011; Shahram et aI., 2012). With the increasing use of digital

techniques for transmitting and storing images, the fundamental issue of

protecting the confidentiality, integrity as well as the authenticity of images has

become a major concern (Harley et aI., 1993; Pallab, 2011; Shahram et al., 2012).

Various image protection techniques have been proposed over the years to tackle

these problems. This thesis is aimed at improving on existing image encryption

techniques by developing an efficient algorithm.

1.10 Definition of Terms

Cryptography - (from the Greek Krypto 'hidden' and Grafo 'written') is the study

and implementation of techniques to hide information, or to protect it from being

read.

Encryption - is the transformation of data (plain-image) into some unreadable

form. Its purpose is to ensure privacy by keeping the information hidden from

anyone for whom it is not intended, even those who can see the encrypted data.

Decryption - is the reverse of encryption; it is the transformation of encrypted

data (cipher-image) back into some intelligible form.
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1.11 Thesis Organisation

Chapter one looked at introduction and background studies.

Chapter two will deals on literature. review. A review of related chaos based

cryptosystems will be presented. Emphasis will be placed on image scrambling

transforms such as the Arnold's transform. Chapter three will discuss the research

methodology. Our proposed schemes will be discussed in this chapter. Here, we

will present two algorithms for the reduction and enlargement in size of a digital

image. This will pave the way for a detail description of the encryption and

decryption processes of the proposed schemes. Analysis of the proposed schemes

will be discussed in Chapter four. These analyses will be aimed at measuring the

level of effectiveness and security of the proposed cryptosystems. Analyses that

will be conducted include visual testing, encoding and security. Finally, we

conclude our work, elaborate on the major contributions of the thesis and give

some remarks on future research in Chapter five.
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CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction

Over the years, a lot of image scrambling techniques have been developed to

improve on the level of security of hidden information (Harley et aI., 1993;

Chattopadhyay et al., 2011; Mazleena et aI., 2003). Image scrambling techniques

scrambles the pixel location of digital images in such a manner that they become

chaotic and indistinguishable. These techniques generally use several keys for

encryption and decryption and without the correct keys and an appropriate

method; third party users cannot access the secret information even if they are

able to sniff the medium. Hence, the message remains highly secured against

unauthorised access (Minati et aI., 2012).

Although a large number of image encryption techniques have been proposed

over the decades, a lot of research is still ongoing in this area in order to develop

strong cryptosystems. In this chapter, a survey of some image cryptosystems

based on scrambling techniques is presented.

2.2 Review of Related Image Cryptosystems based on Chaos

The main purpose of image scrambling transform is to generate a chaos image,

which prevents human visual or computer vision system from understanding the

true meaning of the plain-image and the cipher-image can be recovered if the

18

www.udsspace.uds.edu.gh 

 

 

 

 



operator knows the scrambling method and scrambling variables (Li-Ping et al.,

2008).

In the past few decades, several image encryption and decryption algorithms

based on chaotic systems have been proposed by researchers. The first kind of

these systems was proposed in 1960 by a Russian mathematician Vladimir I.

Arnold known as Arnold's cat map (Gabriel, 1997; Minati et al., 2012). This

discovery has lead to rigorous refinements by researchers giving rise to several

interesting image encryption and transformation techniques.

Arnold's Cat map is defined as the mapping (Kyle, 2006):

r: ~2 ~ ~2 where r ([;]) = [i ;] [;]mod 1 (2.1)

Kuo-Liang et at. (1998) presented a new approach for encrypting binary images.

Putting different scan patterns at the same level in the scan tree structure and

employing a two-dimensional run-encoding technique, the encryption method can

encrypt images with higher security and good compression ratio when compared

to the previous results. Mazleena et at. (2003) proposed an alternative symmetric-

key encryption algorithm for securing images, namely Secure Image Encryption

that is based on chaos. Linhua et at. (2005) improved the properties of confusion

and diffusion in terms of discrete exponential chaotic maps, and design a key

scheme for the resistance to statistic attack, differential attack and grey 'code

attack. Experimental and theoretical results also show that their Scheme is

efficient and very secure. Mitra et at. (2006) proposed a new approach for image
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encryption using a combination of different permutation techniques of bits, pixels

and blocks aimed at reducing the correlation among neighbouring pixels.

Li-Ping et al. (2008) proposed two kinds of 2D matrix transforms called 2D

triangular mappings meant to overcome the short comings of the 2D Arnold

transform and 2D Fibonacci-Q, Mohammad et al. (2008) introduced a block-

based transformation algorithm based on the combination of image transformation

and an encryption and decryption algorithm called Blowfish. Their results showed

that the correlation between image elements was significantly decreased.

Katherine (2009) used both the Arnold Cat Map to shuffle pixel values and

Chen's chaotic map to change the gray-scale values of the pixels. Musheer et al.

(2009) proposed a new image encryption algorithm based on three different

chaotic maps. In the proposed algorithm, the plain-image is first decomposed into

8x8 size blocks and then the block based shuffling of image is carried out using

2D Cat map. Further, the control parameters of shuffling are randomly generated

by employing 2D coupled Logistic map. After that the shuffled image is

encrypted using chaotic sequence generated by one dimensional Logistic map.

Chattopadhyay et al. (2011) proposed a novel algorithm for encoding digital

images by using a circle map with 3 parameters. Their algorithm showed an

increase in security of the image encryption against cipher-text-only, chosen-

plain-text and chosen-cipher-text attacks. Minati et al. (2012) proposed a .new

spatial domain image scrambling map based on Fibonacci and Lucas series that

can be used in various spatial domain image processing techniques of data hiding
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and secret communications such as Steganography and watermarking and can

increase the security of the hidden message.

The Fibonacci-Lucas Transform can be defined as the mapping FL : T2 ~ T2

such that:

(~) = (~ ~:~) (~) (mod N) (2.2)

where, x, y E {O, 1, 2 ... N -I}, Ii is the ith term of the Fibo 11 series and li is the

ith term of the

Lucas series, (i = 1, 2 ... except for i=3), N is the size of a digital image.

This research is inspired by the work done by Minati et al. (2012) and aimed at

optimizing the technique to improve on security and encoding.

'-.--~
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CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Introduction

Detail descriptions of the proposed cryptosystems are expounded here. In Section

3.2, we discussed two algorithms for the reduction and enlargement of the size of

an image respectively. Our proposed Scheme I which uses {zn - 1, 2n, 2n + 1}

and a modified Arnold's transform is discussed in Section 3.3. Scheme II which

combines the moduli set {2n + 2, 2n + 1, 2n} and Bitwise-XOR operation is

explained in Section 3.4. Both schemes are divided into two parts: the encryption

process and the decryption process. The encryption process encodes and

transforms a plain-image into a cipher-image. On the other hand, the decryption

process transforms and decodes a cipher-image back into its plain form. The

proposed cryptosystems guarantee that a plain-image is recovered from its cipher-

image without loss of any inherent information. The algorithms are tested on both

gray-scale and true-color images by simulating with MATLAB.

3.2 Image Resizing

Two algorithms: algorithm 1 and algorithm 2 were formulated out of the Wolfram

sequence. Algorithm 1 is used as a preconditioning technique to reduce digital

images before encryption while algorithm 2 is used to enlarge digital images at

the end of decryption.
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3.2.1 Algorithm 1: Reduction in Size of Image

An n x m image lo(x,y) is resized (reduced) as follows:

1. input the initial value of Wo of Equation (1.6)

2. for each row in 10 in increasing order

2(a). for each column in 10 in increasing order

i. shuffle pixels upward if Wi is even

ii. otherwise shuffle pixels leftward

2(b). generate Wn using Equation (1.6) and loop to step 2(a)

4. using the initial value of Wo

5. for each row in loin increasing order

5(a). for each column in 10 in increasing order

i. shuffle pixels leftward if Wi is even

ii. otherwise shuffle pixels upward

5(b). generate Wn using Equation (1.6) and loop to step 5(a)

6. cut out the upper most left part of 10 as I;

Applying Algorithm 1 on a 256 x 256 cameraman image give the results in Figure

3.1. and the cut out in Figure 1.6.
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Figure 3.1 A decomposed 256 x 256 cameraman image

Figure 3.2 A 128 x 128 cameraman cut-out image of the upper most left part of

Figure 1.5

A reversal of Algorithm 1 can be used to recover the original image. The recovery

algorithm is as describe below.

3.2.2 Algorithm 2: Enlargement in Size of Image

An n x m image 10 ex, y) is resized (enlarged) as follows.

1. input the initial value of Wo of Equation (1.6)

2. for each row in 10 in increasing order

2(a). for each column in 10 in increasing order
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i. shuffle pixels upward if Wi is even

ii. otherwise shuffle pixels leftward

2(b). generate Wn using Equation (1.6) and loop to step 2(a)

3. obtain the decomposed image Ihr

4. hold Wn

5. compute Wn-1 using Equation (1.7)

6. combine 10 and Ihr horizontally into ln«

7. for each row in 1ha in decreasing order

7(a). for each column in Iha in decreasing order

i. shuffle pixels downward if Wi is even

ii. otherwise shuffle pixels rightward

7(b). generate Wn-1 using Equation (1.7) and loop to step 7(a)

8. obtain Ihl as the horizontally enlarged image

9. using the initial value of Wo

10. for each row in 1hi in increasing order

10(a). for each column in Ihl in increasing order

i. shuffle pixels leftward if Wo is even

ii. otherwise shuffle pixels upward

10(a). generate Wn using Equation (~.6) and loop to step 10(a)

11. obtain segmented Ihr

12. hold Wn

13. compute Wn-1 using Equation (1.7)

14. fuse Ihl and Ihr vertically into Iva

15. for each row in Iva

15(a). for each column in Iva
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i. shuffle pixels rightward if Wi is even

ii. otherwise shuffle pixels downward

lS(b). generate Wn-1 using Equation (1.7) and loop to step lS(a)

16. obtain Ivl as the vertically enlarged image

3.3 Scheme I: Using {zn - 1, zn, Zn + 1} and a Modified Arnold's Transform

Encryption and decryption algorithms were formulated by integrating a

modification of the Arnold's transform, and the Chinese Remainder Theorem

(CRT). The encryption algorithm takes a plain-image and transforms it into a

cipher-image. It takes as inputs the integer n ~ 3 to formulate the moduli set, the

constant k E ~, the number of iteration p = 1,2 ... and an n x m plain - image T.

The output of this algorithm is an (n * 3) x ill augmented cipher-image T. The

processes involved in this algorithm are explained in details under encryption

process.

The decryption algorithm is a direct opposite of the encryption algorithm. The

algorithm recovers the plain-image T from the augmented cipher-image T. In

addition to the augmented cipher-image, it also requires the value of n, k and p as

inputs. This algorithm is further explained in more details under decryption

process.
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3.3.1 Encryption Process

The encryption process takes an n x m plain-image T and transforms it into an

(n * 3) x ill cipher-image t in three stages; resizing (reduction), encoding, and

pixel scrambling stages.

3.3.1.1 Resizing (Reduction) Stage

The resizing stage transforms an n x m plain-image T into an n x ill reduced form

t; using Algorithm 1. Where n = ~ and ill = :.

3.3.1.2 Encoding Stage

The encoding stage transforms an n x ill reduced plain-image T; into an

augmented (n * 3) x ill encoded image Tar. The process is shown in equation

(3.3).

The process reduces the pixel values using the modulus operation.

3.3.1.3 Pixel Scrambling Stage

The pixels of the encoded image Tar are then rearranged using a modified version

of the Arnold's transform. Equation (3.1) illustrates the modified transform:
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(;) = ( (';/ ::) (;)) (mod N) (3.2)

where x,y E {1, 2, 3, ... N}, mv mz, m3 correspond to the moduli set {2n-

1, 2n, 2n + 1}, n;::: 3, k E ~ and, N is 2 x 1 vector {~} refers to the size of the

image. To insure a more robust encryption process, equation (3.2) is repeated p

times as shown in equation (3.3). Equation (3.3) transforms the encoded image

Tar into the cipher-image T .

(;) = ((~1 ::) (;)+ (p)) (mod N) (3.3)

where p = 1,2, ...

3.3.1.4 The Encryption Algorithm

1) Input n, k, p and plain - image T

2) Resize T into T; using Algorithm 1 with Wo = n

3) Obtain the values of mv mz, m3 using [Z" - 1, 2n, 2n + 1}

4) Using equation (3.1), transform T into the augmented image Tar.

5) For i = 1 to p

Reorganise the pixels of Tar into the cipher form fusing

equation (3.3)

6) Save f

A flow diagram of the entire encryption process is shown in Figure 3.3.

28

www.udsspace.uds.edu.gh 

 

 

 

 



.. Resizing
process

Encoding Arnold's
I-~

process Transform

Figure 3.3 Flow diagram of the proposed Encryption process (Scheme I).

3.3.2 Decryption Process

The decryption process is a reverse of the encryption process. It takes an en *

3) x ill cipher-image and transforms it into an n x m plain-image. This process

has four stages; scrambling, decomposition, decoding and resizing (enlargement)

stages.

3.3.2.1 Pixel Scrambling Stage

The pixels of the cipher-image t have to be reorganised. This is achieved by

applying equation (3.3) in reverse order. In doing this, the pixel values are

returned to their respective original positions to form the cipher-image Tar.

3.3.2.2 Decomposition Stage

An en * 3) x ill cipher-image Tar is decomposed into three n x ill cipher-images

as follows:
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Let Tl, T2and T3 be n x ill cipher-images and (n * 3) x ill be the dimension of

Tar then,

t,= Tar [1, ~] (3.4)

T2 = Tar [G+l),GXZ)] (3.5)

T3 = Tar [Gx Z) + 1, n] (3.6)

In equations (3.4), (3.5) and (3.6) respectively isolates three cipher-images

corresponding to each of the three modulus operations in equation (3.1).

3.3.2.3 Decoding Stage

The modulus operation in equation (3.1) greatly affects the values of the original

plain-image which need to be restored. The cipher-images Tv T2and 1'3 together

with the CRT in Equation (1.2) are used for the process. In other to recover all

original pixel values the third component of the cipher-images must be used. This

component is 1 for gray-scale and 3 for colour image respectively.

Let z be the third component «r and {rl' 1-2,r3} be the residue of each original

pixel X in T then,

X = o,(i,j, k), T2(i,j, k), T3(i,j, k)) :(3.7)

where i = 1,Z, ... n,j = 1,Z, ... m, and k = 1, ... z.

30

www.udsspace.uds.edu.gh 

 

 

 

 



Equation (3.7) uses three loops to pick the pixel values of Tv T2and T3 after

which Equation (1.2) is applied to recover the original pixel X leading to the

recovery of the reduced plain-image Tr.

3.3.2.4 Resizing (Enlargement) Stage

The resizing process transforms an fi x fii reduced plain-image T; into an n x m

plain-image T using Algorithm 2 with Wo = n. Where n = fi * 2 and m = fii * 2.

3.3.2.5 The Decryption Algorithm

1) Input n, k, p and' cipher - image T

2) Obtain the values of m1' m2, m3 using {Z" - 1, 2n, 2n + 1}

3) For i = P down to 1

Reorganise the pixels of T into the Tar using Equation (3.3)

4) Decompose Tar into Tv T2and T3 using equations (3.4), (3.5) and

(3.6)

5) Using equations (1.2) and (3.2.7) recover the plain-image T; from

T1, T2and T3

6) Resize T; into T using Algorithm 2 with Wo = n

7) Save T

The complete decryption process is shown in Figure 3.4
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Resizing

process

Encoding
I+-----j

process

Arnold's
1+--

Transform

Figure 3.4 Flow diagram of the proposed Decryption process (Scheme I).

A block diagram of the proposed Scheme I is shown in Figure 3.5

n,k,p

Resize

(enlarge)L-...l...-----l

Encode &

concatenate

Split &
Decode

Figure 3.5 Block diagram of proposed Scheme I

Scramble Cipher -image

n,k,p

3.4 Scheme II: Using {2n+2, 2n+l, 2n}, Wolfram Sequence and Bitwise-XOR

In our Scheme II, we formulated an encryption and decryption algorithms by

L integrating a Bitwise-XOR operator and Equation (1.5). Our interest in this

Scheme is to enhance encoding, increase key space, simplify computation and

normalise the cipher image. The inputs to the algorithms are the integer n 2: 4 to

formulate the moduli set {2n+2, 2n+l, 2n}, the initial Wolfram value Wo 2: 1, the
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number of iteration p ~ 1 and the r x c plain-image T . The output of this

algorithm is an l' x (c * 3) cipher-image T which is three-quarter the size of its

plain-image.

3.4.1 Encryption Process

The encryption process takes the r x c plain-image T and transforms it into an

(1' x (c * 3) cipher-image t in three stages; resizing (reduction), scrambling and

encoding.

3.4.1.1 Resizing (Reduction) Stage

At the resizing stage an r x c plain-image T is transformed into an l' x c reduced

image T; using Algorithm 1. Where l' = ?:. and c = :..2 2

3.4.1.2 Pixel Scrambling Stage

The pixels scrambling stage re-organises the pixels of the image Tr(x,y) into the

disgust form Tscr(x, y) through Bitwise-XO'R operation. Equation (3.8) and (3.9)

illustrate this process:

I

L x' = (ml * x EB m3 * y) * p mod r .
I ••••••••••••••••••••••••••••••••••••••••••••••••.••• (3.8)

Y =(mz * x EB Wo * y) * p mod c

where x = 1,2, ... , r, y = 1,2, ... , c, mv m2, m3 correspond to the moduli set

{2n + 2, 2n + 1, 2n}, n ~ 4, Wo ~ 1 and, p ~ 1.
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and

TscrCi,j) = TscrCi,j)r£J 9

h {
2i + 1 if (s, mod wo) = 0, (3.9)

were 9 = 2;• otherwise

i = 1,2, ... , r, j = 1,2, ... , c and s, is the sum of pixels in ith row.

3.4.1.3 Encoding Stage

The encoding process transforms the scrambled image Tscr into cipher-image Ten.

This is achieved by concatenating column-wise (dimension 2) using Equation

(3.10).

Ten = [2, I Tscrlml,l Tscrlmz' I Tscrlm3] (3.10)

3.4.2 Decryption Process

The decryption process is a reverse of the encryption process.' It takes the cipher-

image Ten and transforms it into its plain form T. This process has three stages;

decoding, scrambling and resizing (enlargement).

3.4.2.1 Decoding Stage

The original pixel values of the cipher-image are recovered by using Equation

(1.7), (3.11) and (3.12). Given (XVXZ,X3) as the residue of the cipher-

image Tscr' then we have:

(XVXZ,X3) = (Ten1(i,j), Tenz(i,j), Ten3(i,j)) {3.11}
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where i = 1,2,3, ... , r , j = 1,2,3, ... , c and

i.; = Ten [r, ~]
Ten2 = Ten [r, (~+1):G2)] (3.12)

i.; = Ten [r, (~2) + 1:c]

3.4.2.2 Pixel Scrambling Stage

We re-organise the pixels of Tscr into its unscrambled form Tr. This is achieved

through the use of Equation (3.9) and (3.8).

3.4.2.3 Resizing (Enlargement) Stage

Algorithm 2 is used to transform the f x c image T; into an enlarged r x c plain-

image T. Where r = 2f and c = Zc,

A block diagram of the proposed Scheme II is shown in Figure 3.6.

u
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n,wo,p

Resize

(enlarge)L-...L..-------1

Scramble Ir----'

'-------\ Unscramble

Figure 3.6 Block diagram of proposed Scheme II
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CHAPTER FOUR

ANALYSIS OF PROPOSED SCHEMES

4.1 Introduction

The algorithms discussed in Chapter three are simulated and analysed and results

are summarised in this chapter. The results for Scheme I is presented in Section

4.2 while Section 4.3 discusses that of Scheme II. Simulations are conducted

through the use of MATLAB. These analyses include visual testing, encoding

analysis, security analysis and time complexity analysis. Experimental results

suggest that the proposed schemes are more efficient than that proposed by Minati

et at. (2012) in terms of encoding and security.

4.2 Analysis of Scheme I

In this subsection, we present analysis conducted on Scheme I. The analysis

includes visual testing, encoding and security.

4.2.1 Visual Testing

Three images of varying size, both gray-scale and colour were used. Figure 4.1

depicts tests for plain-images (lena (512 x 512), koala (448 x 336) and

checkerboard (256 x 256) and their corresponding cipher-images generated from
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the proposed scheme. The visual test clearly shows the absence of similarities

among the pairs of images.

I
(a) lena (original) (b) lena (encrypted)

I
(c) koala (original) (d) koala (encrypted)

I
(e) checkerboard (original) m checkerboard (encrypted)

Figure 4.1 Original and encrypted images for n = 3, k = 2, P = 15 (Scheme I)

Visual tests were also performed to check whether the proposed scheme totally

recovers plain-images. Figure 4.2 Show the histograms of both plain and

recovered images. The results show similarities among the two images. Hence the

proposed scheme totally recovers plain-images.

_1-
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50 100 150

(a) lena (original)

200 250 50 250100 150 200
(b) lena (decrypted)

50 100 150 200 250 50 100 150 200 250
(c) koala (oriqinal) (d) koala (decrypted)

6000 6000

4000 4000

2000 2000

0 0
0 50 100 150 200 250 0 50 100 150 200 250

(e) checkerboard (original) (0 checkerboard (decrypted)

Figure 4.2 Histograms of original and decrypted images n = 3, k = 2, P = 15

(Scheme I)

4.2.2 Encoding and Resizing Analyses

The modulus operation with the moduli set achieves two results. It reduces the

pixel value and the size (in terms of disk space) but retains the physical structure

of the plain-image. The reduction in pixel value speeds up computation operations

that are useful in other image processing techniques. On the other hand the

reduction in size speeds up data transmission across network. Tables 4.1 compare

the size of plain-image and their cipher-image. It can be deduced from the table

that with n = 3 the proposed system achieves a reduction in size by up to 90%.
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The proposed Scheme is also efficient in internal memory allocation. It produces

cipher-images that has three-quarters (3/4) the size of the original image. This

saves 25% of internal memory allocation. Thus a 512 x 512 plain-image requiring

262144 bytes of memory results in a 768 x 256 cipher-image requiring 196608

bytes of memory and saving 65536 of memory allocation.

Table 4.1 Disk sizes of plain and cipher-images compared (Scheme I)

Image Type Size( disk space)

Plain-image Cipher- Compression

(in kb) image (in kb) ratio (in %)

lena.jpg (512 x 512) gray-scale 152 26.7 82.43

Easy.bmp(640 x 480) colour 301 31.7 92.45

pic.png(320 x 301) colour 163 7.06 95.66

4.2.3 Security Analysis

Security analysis was performed to test the effectiveness of the proposed scheme

known image attacks (histogram, key sensitivity, key space, and correlation

coefficient). Experimental results showed that the proposed technique is highly

secured against such attacks.
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4.2.3.1 Histogram Analysis

The histogram of an image refers to a histogram of the pixel intensity value. It is a

graph that shows the number of pixels in an image at each different intensity

value found in that image. A cipher-image is more secured against statistical

attack when its histogram conceals any information about the plain-image and

also completely defers from the histogram of its plain-image. Figure 4.3 shows

the histograms of a plain-image and its cipher-image. It can be seen from Figure

4.3 that the two histograms are completely different and thus the histogram of the

cipher-image does not give any clue of the plain-image. This implies that the

proposed system is secure against statistical attack.

(a) lena (oriqinal) (b) lena (encrypted)

2500

100 100 200 250

(c) lena (oriqinal) (d) lena (encrypted)

Figure 4.3 Histogram of both plain and encrypted images (Scheme I)
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4.2.3.2 Key Space Analysis

The brute-force attack is computationally infeasible for cryptosystems with

sufficiently large key space. The proposed scheme uses a combination of three

encryption keys en, k, p). The proposed scheme achieves an efficient coding

process when n = {3,4,5,6,7}. k E ~ and p = 1,2,3, ... give us a wide range of

choice to make. However, we adapt a 56 bits key for k, and p as with the DES.

This gives us the combination 24 X 256 X 256 == 8.3077e + 034 choices.

Suppose an illegal user try guessing the combination with a 1000 MIPS computer,

24 X256 X256
then he/she has 6 > 1000 years. Clearly this is a long time1000xl0 x60x60x24x360

enough to resist brute-force attack.

4.2.3.3 Key Sensitivity Analysis

A good cryptosystem should be sensitive to the secrete key. A slight change in the

key value should lead to a significant change in either plain-image or cipher-

image. We present two results to illustrate the key sensitivity of the scheme. The

first result is shown in Figure 4.4 we use k = 2, n = 3 and p = 15 for encryption

and decryption. This shows that the proposed scheme can encrypt and decrypt

images without any loss of inherent information. On the other hand Figure 4.3

shows decrypted images of Figure 3.1 with different values of on parameter while

maintaining the value of the other two. It can thus be deduce from the three results

that our proposed system is very sensitive to the secrete keys.
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(a) (b) (c)

Figure 4.4 Key sensitivity analyses. (a) Decrypted image with k = -2, (b)

Decrypted image with p = 14, (c) Decrypted image with n = 4 (Scheme I)

4.2.3.4 Correlation Coefficient Analysis

A digital image is meaningful to the human vision if the adjacent pixels are

strongly correlated. Disturbing this relationship will affect the visual identity of

the image. Among the requirements of an effective encryption Scheme is creating

cipher-images that have sufficiently low correlation among its adjacent pixels. To

effectively analyse the correlation coefficient, we use the cipher-image generated

after applying equation (3.2). We computed the correlation of 1000 pairs of two

adjacent pixels (horizontal, vertical and diagonal) for both plain and cipher-

images to test the effectiveness of the proposed scheme. The correlation

coefficient of pairs of pixels as stated by Wong (2007) is calculated as:

rxy = ~(~, with D(x) *- a and D(y) *- a (4.1)
D(x) D(y)

where x and y represent gray-scale value of adjacent pixels in the image, and
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D(x) = ~l:7=1(Xi - E(X))2, (4.1a)

E(x) = ~l:7=lXi , (4.1b)

cov(x,) = ~l:7=1(Xi - E(X))(Yi - E(y)), (4.1c)

Applying equation (4.1) on a 512 x 512 'lena.jpg' gray-scale image gives

correlation values of 0.97184002, 0.98309393, and 0.94877370, respectively for

horizontal, vertical and diagonal pairs of adjacent pixels. Table 4.2 shows the

corresponding correlation values of cipher-images generated from a 512 x 512

'lena.jpg' gray-scale image for n = 3, k = 2 and varying values ofp. The result

shows that the plain-image is highly correlated while the cipher-images have

weak correlation among pairs of adjacent pixels.

Table 4.2 Correlation coefficients of adjacent pixels of a cipher-image (Scheme I)

Iteration Adjacent pixels

p Horizontal Vertical Diagonal

1 -0.00444053 0.01088058 0.02315915

2 -0.00997268 0.03555562 -0.01375983

3 -0.03305113 -0.02908291 0.01694682

10 -0.02816862 -0.00296338 0.03052625

15 -0.02017389 0.01853772 0.05070532

44

.'

www.udsspace.uds.edu.gh 

 

 

 

 



4.2.4 Time Complexity Analysis

We analyse the time taken for our proposed scheme to produce an output. In this

analysis we used n = 3, k = 2, P = 1, the images presented in Figure 4.1. The

simulations were done on a system with 1.86 GHz processor and 1024 MB ram.

Results obtained are shown in Table 4.3.

The results reveal that, encryption and decryption times increase as the number of

elements and or number of iterations increase. Thus, 'checkerboard' image with

196608 pixels and a single iteration requires 6.6719 seconds for encryption and

8.6563 seconds for decryption. This would change if the size of the image or the

number of iterations changes. For instances, if the number of iterations increases

to 2, the total encryption and decryption times for the 'checkerboard' image are

12.9531 seconds and 17.0000 seconds respectively. This gives an average time of

twice the single iteration. Also the higher values of koala.jpg can be attributed to

its third-dimension. Since it is a colour image, its third-dimension is 3 making it

stay longer in the loops.
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Table 4.3 Time complexity of encryption and decryption algorithms (Scheme I)

Image details Encryption Decryption

algorithm algorithm

Image No. of Steps 1 Steps 4 Steps 1 Steps 4

element to 3 and 5 to 3 and 5

(seconds) (seconds) (seconds) (seconds)

checkerboard(256x256) 196608 0.3281 6.3438 8.4844 0.1719

lena(512x512) 262144 0.2188 10.2188 13.3906 0.2188

koala(448x 336) 451584 0.2969 14.5156 14.6563 0.3438
>

4.3 Analysis of Scheme II

In this subsection, we present analysis conducted for Scheme II. The analysis

includes visual testing, encoding and security.

_1-

4.3.1 Visual Testing

Three digital images (cameraman, peppers and rice) of varying sizes were used

for visual testing. In this analysis we sought to compare the visual perception of

plain-image and cipher-image to assess whether they bare any resembles. Figure

4.5 confirms that there is no perceptual similarity between the plain and cipher

Images.
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Cipher-image should greatly differ from its plain form. Two difference measures

used to quantify this requirement are the number of pixels change rate (NPCR)

and the unified average changing intensity (UACI). The NPCR measures the

percentage of different pixels between two images while the UACI measures the

average intensity of differences in pixels between two images (Alireza et al.,

2005). Let 10 (i,j) and len(i,j) be the pixels values of plain and cipher images, 10

and len' at the ith pixel row and jth pixel column, respectively. NPCR and

UACI are defined in Equations (4.2) and (4.3) respectively (Khaled et al., 2012).

NPCR = Ll=lLf=lD(i,j) x 100% (4.2)
rxc

where D(i,j) = {~ iflo(i,j) = len(i,j),
otherwise.

UACI = [Lt=i Lf=l 10 (i,j);s;nCi,j)] x ~o~o: (4.3)
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(a) cameraman (plain)

(c) peppers (plain)

(e) rice (plain)

(b) cameraman (cipher)

(d) peppers (cipher)

(f) rice (cipher)

Figure 4.5 Plain and cipher images with n=50, wo=3 and p= 15 (Scheme II)
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We use the scramble cipher-image to perform difference measure since at that

point the images (plain and cipher) have the same dimension. Table 4.4 depicts

the difference measure analysis of the Scheme II. The high percentage values of

the NPCR measure indicate that the pixels positions have been randomly changed.

Also, the UACI values show that almost all pixel gray-scale values of the cipher-

images have been changed from their values in the plain-images, making the plain

and cipher image pixels more difficult to decipher.

Table 4.4 Difference measure between plain-images and cipher-images (Scheme

II)

Image NPCR(in %) UACI (in %)

Cameraman 99.55 11.87

Peppers 99.57 16.82

Rice 99.69 12.32

4.3.2 Encoding Analysis

In this analysis we sought to measure the rate of reduction in pixel value and the

size of plain-images. For n = 4 the proposed technique efficiently produces

cipher-images with smaller bit representation and size. The scheme recorded a

33% reduction in size and a 25% reduction in memory requirement for cipher-

images. The speed of computational operations and speed of data transmission

across networks are enhanced when pixel values and size of images are smaller.

Table 4.5 shows a comparison of the size of plain and cipher images.
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Table 4.5 Encoding analysis of proposed technique (Scheme II)

Image Size(disk space) Memory requirement

Plain- Cipher- Plain-image Cipher-

image(kb) image(kb) (Bytes) image (Bytes)

Cameraman 64.00 49.00 65536 49152

Peppers 281.00 205.00 589824 442368

Rice 44.00 23.00 65536 49152

4.3.3 Security Analysis

The major goal of any cryptosystem is to provide the maximum security to the

plain-image. A good image encryption scheme should resist various attacks such

as known plain text attack, cipher-text-only attack, statistical attack, and brute-

force attacks. In this regard, the security analysis of Scheme II is conducted to

assess these parameters.

4.3.3.1 Key Space Analysis

The security of a cryptosystem is enhanced against the brute-force attack if the

key space is reasonably large. Scheme II uses three cipher keys: n > 3, P >

o and Wo > O. For effective encoding, we take n to be an 8 bit key and adapt a 56

bit key for p and woo Thus, the number of possible key combination for the

proposed technique is 28 X 256 X 256 = 2120. Obviously, this is a key space large

enough to resist the brute-force attack.
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4.3.3.2 Histogram Analysis

Figure 4.6 depicts the histograms of a plain-image and its corresponding cipher-

image. It is absolutely clear from Figure that the two histograms are completely

different and thus the histogram of the cipher-image does not give any clue about

its plain counterpart. This implies that the proposed Scheme is secured against

histogram attack.

(a) cameraman (plain)

(c) cameraman (cipher)

25

SO 100 150 200 250

(b) cameraman (histogram)

140

120

100

(d) cameraman (histogram)

Figure 4.6 Histogram of plain and cipher images with n = 128, Wo = 3 and p =

15 (Scheme II)
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4.3.3.3 Information Entropy Analysis

Entropy is a statistical measure of randomness that can be used to characterize the

texture of an image. The entropy H of a symbol source S can be calculated as

follows (Musheer et al., 2009);

H(S) = - 'Lf=l P(Si) log2 P(Si) (4.4)

where p(sd represents the probability of symbol s, and the entropy is expressed

in bits. If the source S emits 28 symbols with equal probability, i.e. S =

{S1> S21'" 1S256}, then the result of entropy is H(S) = 8, which corresponds to a

true random source and represents the ideal value of entropy for message source

S. Information entropy of a cipher-image can show the distribution of gray value.

The more the distribution of gray value is uniform, the greater the information

entropy. If the information entropy of a cipher-image is significantly less than the

ideal value 8, then, there would be a possibility of predictability which threatens

the image security (Musheer et al., 2009).

To perform this analysis we use the extreme value of n = 128 so as to cover the

range of pixel values while compromising on effective encoding. Table 4.6

compares the entropy values of plain and cipher images. The entropy values of

plain-images are far from ideal value since information sources are highly

redundant and thus rarely generate uniformly distributed random messages. On

the other hand, the entropy values of the cipher-images are very close to the ideal

value of 8, which means that the proposed Scheme is secure against entropy

attacks.

L...J
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Table 4.6 Entropy values for plain and cipher Images with n = 128, Wo =

3 and p = 15 (Scheme II)

Entropy

Image Plain Cipher

Cameraman 7.009716 7.987798

Peppers 7.378534 7.917714

Rice 7.011500 7.987780

4.3.3.4 Key Sensitivity Analysis

Key sensitivity analysis was also conducted to test the sensitivity of the technique

to a small change in any of the cipher keys. In this respect, we tried recovering the

plain-image of Figure 4.5(b) with three sets of keys that defer in only one bit

position from the encryption keys used. Thus k1 = (n + 1, wo, p),k2 =
(n, Wo + 1, p) and k3 = (n, wo, p + 1). The results of this analysis are

presented in Figure 4.7. It is clear from the analysis that we are unsuccessful in

recovering the plain-image with the change in key. Hence the proposed technique

is highly sensitive to a small change in the key value.

(a) k1 = (51,3,15) (b) k1 = (50, 4, 15) (c) k1 = (50,3,16)

Figure 4.7 Key sensitivity analysis of proposed technique (Scheme II)
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4.3.3.5 Correlation Coefficient Analysis

We calculated the correlation coefficients of randomly selected 1000 pairs of two

adjacent pixels (horizontal, vertical and diagonal) of both plain and cipher images.

Table 4.7 shows the respected correlation coefficient values for n = SO,Wo = 3,

P = 15 . The table reveals that plain-images have very high correlation coefficient

values (close to one) confirming the strong relationship among the pixels. On the

contrary, the values for cipher-images are very low (close to zero) which confirms

that the pixels are very weakly related.

Table 4.7 Correlation coefficient values of pairs of adjacent pixels (Scheme II)

Correlation Horizontal Vertical Diagonal

Plain-image: cameraman 0.942172 0.951023 0.899040

Cipher-image: cameraman 0.131060 0.071964 0.043871

Plain-image: peppers 0.995038 0.988976 0.991090

Cipher-image: peppers 0.007145 -0.027523 -0.003584

Plain-image: rice 0.930336 0.944565 0.896171

Cipher-image: rice 0.111732 0.111700 0.091718

Figure 4.8 illustrates the correlation distributions of the horizontal adjacent pixels

of plain-images and the corresponding cipher-images using the proposed

technique. It is confirmed from the figure that adjacent pixels in cipher-images are

indeed very weakly correlated
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300

r250

200f
I

150

100

50

I
0

0 50 100 150 200 250 300

(c) plain: peppers

220

r200

1BOr

160f

.140

6"
0
&

00

0

140 160 180 200 220

120

(d) cipher: peppers

120

120
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Figure 4.8 Distribution of two horizontal adjacent pixels in the plain and cipher

images for n = 50, Wo = 5, p = 15 (Scheme II)
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CHAPTER FIVE

CONCLUSIONS, MAJOR CONTRIBUTION AND FUTURE

WORK

5.1 Conclusions

The conclusions, major contributions and suggestion for future work are outlined

in this chapter. The thesis is summarized and concluded in Section 5.2. Sections

5.3 and 5.4 elaborate on major contributions of the thesis and future work

respectively.

5.2 Summary

In this thesis, Issues of efficient fusion of chaos-based and RNS image

cryptosystems have been investigated. Our work is achieved by modifying and

optimizing the Arnold's transform and integrating RNS for Scheme I and the

integration of Bitwise-XOR and RNS for Scheme II. In all, the underlying

principle of the research covers chaos, cryptography and RNS. In this regards, an

overview of digital images, RNS and cryptography are first presented for a

foundation. The features of digital images, RNS and cryptographic as well as

chaos-based image cryptosystems are discussed in Chapter one. It is found that

the inherent features such as parallelism, modularity, fault tolerance, and carry

free operations make RNS widely used in areas such as image processing. It is

also found that the fusion of chaos, RNS and cryptography form an efficient and

L
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effective image cryptosystem. Comprehensive discussions of the proposed

schemes are presented in Chapter three. In this chapter, the features of chaos,

RNS and cryptography were integrated into excellent image cryptosystems. The

encryption algorithm for Scheme I is first expounded in which a digital image is

resized, encoded and scrambled into a cipher-image. The second part of Scheme I

explained the decryption algorithm where cipher-images are scrambled,

decomposed, decoded and resized back to its original form. In the same chapter,

the encryption algorithm of Scheme II is presented. This algorithm resizes,

scrambles and encodes plain-images into cipher-images. Its decryption algorithm

decodes, scrambles and resizes cipher-images into their plain counterpart. In

Chapter four, we presented experimental results of the simulation of the proposed

cryptosystems in MATLAB. Various analyses (histogram, correlation coefficient,

key space and key sensitivity) were conducted to measure the strength of the

systems in terms of encoding and security. Experimental results suggest that

Scheme II outperforms Scheme I in the area of security. This is evident in key

space, histogram, entropy and correlation coefficient analyses of the schemes.

Generally speaking, this thesis presented two new cryptosystems for digital

images which achieve excellent results in terms of security, disk space and

memory management.
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5.3 Major Contributions

The major contributions of this thesis are presented below. The proposed

cryptosystems produces cipher-images that;

1) Require less number of bits and memory allocation to represent cipher-

Images.

2) Can be transmitted faster across networks due to smaller pixel values and

SIzes.

3) Consume less disk space.

4) Has strong resistance to statistical attacks (brute-force, correlation

coefficient, information entropy and histogram).

5) Is independent of periodicity in its decryption process. Thus the number of

iterations to conduct is at the discretion of the user.

6) Is also highly sensitive to a small change in any of the cipher keys.

7) Recovers plain-image with minimal or no loss of any inherent feature.

5.4 Future Work

Notwithstanding the gains made by this thesis, further development can be looked

at in the following areas.

1) The hardware implementation of the system.

2) An investigation of the performance of the proposed techniques and other

chaotic maps in digital image processing.

3) The implementation of the proposed schemes to continuous images

(video).
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APPENDIXB

A MATLAB QUI for simulating Proposed Scheme 1.

In the QUI an image (plain or cipher) is loaded and the other parameters (n, p, k)

are provided. An option is provided for the user to either encrypt (the plain-

image) or decrypt (the cipher-image). A plain-image is encrypted and saved as

"cipher.jpg" whilst a cipher-image is decrypted and saved as "plain.jpg". Below

are sample implementations of the techniques.

I ~i

File----.-.-.--.-.-.------.- ...-....-....----.-- ..---- ..__.__I
1ID~~ict~7;t.A.ihassanSalamudeenjpg 1

Encrypt

Decrypt

rCompute--

i Integer n:

lteretlon p:

Constant k:

Ready

Figure B.1 Loaded image for encryption for n=3, p=5 and k =2
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.-Fi~le==============-r======ilI ICiPherbmp

Figure B.2 Encrypted image of Figure B.l for n=3, p=5 and k =2
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Option--------,

o Decrypt

Compute-------.

Integern:
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Constantk:

Ready

Close
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I)EncryptDecrypt

~

Image_--_-_----------~ ,Option

II G Encr/pt

I II
i i .~. Decrvpt
III .-----------'
I

I
rcompute

I Integern:
, II
IiI , ~erationp:
I

Ready

Constantk:

Close
[ Browse 1

Figure B.3 Decrypted image of Figure B.2 for n=3, p=5 and k =2
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